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Candidate Privacy & Policy Statement

First Choice Recruitment is committed to protecting the privacy and security of your
personal information.

This privacy notice describes how we collect and use the personal information you provide
to us, in accordance with the General Data Protection Regulation (GDPR).

THE KIND OF INFORMATION WE HOLD ABOUT YOU

As a Recruitment Agency we are required to collect, store, and use your personal
information, this may include:

=  Contact details

= A copy of your CV

= Qualifications

=  Professional memberships

= Salary and additional benefits information

We may be required to process additional information for candidates who would be
employed by First Choice Recruitment on a temporary or contract basis with any of our
clients, this could include:

=  Proof of ID (Passport or ID cards)

=  Bank details

=  Social Insurance number

=  Emergency contact details

= Tax details

= References

= Details of criminal convictions

= Sick leave and attendance details

= Disciplinary and grievance information

=  Performance details

For candidates who are applying for roles within certain Financial Services businesses, we

may also be required to collect, store, and use some additional personal information, which

could include:

=  Employment history

=  Education history

= Address history

=  Marital status

= Nationality

= Details of financial credit checks

= Information relating to any previous position held as a Director, Secretary or association
to a company
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How is Your Personal Information Collected?

We typically collect this personal information directly from you or through our website or
job advertisements. We may sometimes be required to collect additional information from
third parties or other publicly available sources (such as job boards). First Choice
Recruitment will take reasonable steps to inform you it has collected your personal
information from a third party.

How We Will Use Information About You?

We need certain personal information primarily to allow us to perform our services with you

and to enable us to comply with legal obligations. In some cases, we may use your personal

information to pursue legitimate interests of our own or those of third parties, provided

your interests and fundamental rights do not override those interests. The situations in

which we will process your personal information are listed below.

=  Providing our recruitment services

= To maintain business relationships with clients and candidates

=  To submit your CV to third parties

= Checking you are legally entitled to work in Gibraltar

= Assessing qualifications for a particular job

= To determine your suitability for a particular job

= Send you marketing communications and information relating to our services which we
think may be of interest to you (which you have the right to opt-out of)

If you are engaged as a temporary employee or contractor through First Choice Recruitment
we may also need additional information for the following reasons:

= Administering the contract, we have entered into with you

=  Paying you, deducting Tax and Social Insurance contributions

= Dealing with legal disputes involving you, or other employees, workers and contractors
= To prevent fraud

If you fail to provide personal information

If you fail to provide certain information when requested, we may not be able to represent
you as a recruitment agency, or we may be prevented from complying with our legal
obligations (such as to ensure the health and safety of our workers)

HOW WE USE PARTICULARLY SENSITIVE PERSONAL INFORMATION

We may use your particularly sensitive personal information in the following ways:

= In limited circumstances, with explicit written consent

= To ensure you are eligible to work in Gibraltar

= In order to meet legal obligations

=  Whenitis needed to assess working capacity on health grounds, subject to appropriate
confidentiality safeguards

Do we need your consent?
We do not need your consent if we use special categories of your personal information in
accordance with our written policy to carry out our legal obligations or exercise specific
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rights in the field of employment law. In limited circumstances, we may approach you for
your written consent to allow us to process certain particularly sensitive data. If we do so,
we will provide you with full details of the information that we would like and the reason we
need it, so that you can carefully consider whether you wish to give your consent. You
should be aware that it is not a condition of your contract with us that you agree to any
request for consent from us.

Information about Criminal Convictions

We will only collect information about criminal convictions if it is appropriate given the
nature of the role and where we are legally able to do so. Where appropriate, we will collect
information about criminal convictions as part of the recruitment process or we may be
notified of such information directly by you. We will use information about criminal
convictions and offences usually where such processing is necessary to carry out our
obligations and provided we do so in line with our contractual obligations to our clients and
candidates.

DATA SHARING

We may have to share your data with third parties, including prospective employers, third-
party service providers and other entities in our company. We require third parties to
respect the security of your data and to treat it in accordance with the law.

We may transfer your personal information outside the EU. If we do, you can expect a
similar degree of protection in respect of your personal information.

Why might you share my personal information with third parties?

We may share your personal information with third parties where required by law, where it
is necessary to administer the working relationship with you or where we have another
legitimate interest in doing so.

Which third-party service providers process my personal information?
“Third parties” includes third-party service providers and other entities within our company.
The following activities are carried out by third-party service providers: IT support services

How secure is my information with third-party service providers and other entities in our
group?

All our third-party service providers and other entities in our company are required to take
appropriate security measures to protect your personal information in line with our policies.
We do not allow our third-party service providers to use your personal data for their own
purposes. We only permit them to process your personal data for specified purposes and in
accordance with our instructions.

Transferring information outside the EU

We may transfer the personal information we collect about you outside of the EU, in order
to perform our services with you. To ensure that your personal information does receive an
adequate level of protection we have put in place the appropriate measures to ensure that
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your personal information is treated by those third parties in a way that is consistent with
and which respects the EU and Gibraltar laws on data protection.

DATA SECURITY

We have put in place appropriate security measures to prevent your personal information
from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed.
In addition, we limit access to your personal information to those employees, agents,
contractors and other third parties who have a business need to know. They will only
process your personal information on our instructions and they are subject to a duty of
confidentiality.

We have put in place procedures to deal with any suspected data security breach and will
notify you and any applicable regulator of a suspected breach where we are legally required
to do so.

How we use cookies

First Choice Recruitment use cookies on the website for our own internal purposes, to track
how users navigate through the website, this helps us to evaluate and improve our online
services. If you do not want cookies to be used, you can set your internet browser to deny
them.

DATA RETENTION

How long will you use my information for?

We will retain your personal information for as long as necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, accounting, or reporting
requirements. To determine the appropriate retention period for personal data, we
consider the amount, nature, and sensitivity of the personal data, the potential risk of harm
from unauthorised use or disclosure of your personal data, the purposes for which we
process your personal data and whether we can achieve those purposes through other
means, and the applicable legal requirements.

We will typically keep your personal data for seven (7) years from the last recorded
transaction with you, in order to enable us to adhere to statutory and regulatory
requirements. In some circumstances, some of your data will be deleted in much shorter
timescales, for example:

. For applicants where your personal data is held on our database for the purposes of
identifying job placement opportunities, but where you have not been placed with a
client, we shall retain your personal data for three (3) years from the last recorded
contact we have with you.

RIGHTS OF ACCESS, CORRECTION, ERASURE, AND RESTRICTION

Your duty to inform us of changes
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It is important that the personal information we hold about you is accurate and current.
Please keep us informed if your personal information changes during your working
relationship with us.

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

= Request access to your personal information

= Request correction of the personal information that we hold about you

= Request erasure of your personal information

= Object to processing of your personal information where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular situation
which makes you want to object to processing on this ground

= Request the restriction of processing of your personal information

= Request the transfer of your personal information to another party

If you want to review, verify, correct or request erasure of your personal information, object
to the processing of your personal data, or request that we transfer a copy of your personal
information to another party, please contact First Choice Recruitment in writing (info@fcr.gi).

No fee usually required

You will not have to pay a fee to access your personal information (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request for access is clearly
unfounded or excessive. Alternatively, we may refuse to comply with the request in such
circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is
another appropriate security measure to ensure that personal information is not disclosed
to any person who has no right to receive it.

RIGHT TO WITHDRAW CONSENT

In the limited circumstances where you may have provided your consent to the collection,
processing and transfer of your personal information for a specific purpose, you have the
right to withdraw your consent for that specific processing at any time. To withdraw your
consent, please contact First Choice Recruitment. Once we have received notification that
you have withdrawn your consent, we will no longer process your information for the
purpose or purposes you originally agreed to, unless we have another legitimate basis for
doing so in law.

CHANGES TO THIS PRIVACY STATEMENT
We reserve the right to update this privacy notice at any time, and we will provide you with

a new privacy notice when we make any substantial updates. We may also notify you in
other ways from time to time about the processing of your personal information.
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If you have any questions about this privacy notice, please contact the Data Protection
Officer at First Choice Recruitment (info@fcr.gi).



